SERVICE. DRIVEN. COMMERCE

globalpaymentsinc.com



Oxid - Installing and configuring GP webpay

Document author GPE Product

Document manager GPE Application Development

Approved by

Version 1.0

Degree of confidentiality Confidential

Document history:

0.1 10 April 2019 | GPE Product | Document created
1.0 4 May 2019 GPE Product | Version 1.0

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Praha 10 — Strasnice, Czech Republic 2710



Oxid - Installing and configuring GP webpay

Contents

N =T F= | g ] ot PP PP PPPPPPPPPP 4

P22 1110 Yo L8 ox 1o o IS 5

I T 11051 = 1 = 1o o S 5

. CONFIGUIBTION ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaaans 6

5. TEeSUNG OPEIADIIITY ...ttt 7
5.1  Testing €-Shop PAYMENT ......oooiiiiiiii et e e e e e e s e e e e aaaaanees 7
5.2 List Of POSSIDIE EITOr SCENAIIOS ......cooeeeeeeeee e 9

GP Jebpay.

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Praha 10 — Strasnice, Czech Republic 3710




Oxid - Installing and configuring GP webpay

1.Legal notice

The present document including all its annexes and links is intended solely for the needs of an e-
shop service provider (hereinafter referred to as the “Customer”).

Information included in this document (hereinafter referred to as the "Information") is subject to
intellectual property and copyright protection from Global Payments Europe, s.r.o. (hereinafter
referred to as "GPE") and is of a commercially confidential nature in accordance with the
provisions of the Section 504 of Act No. 89/2012 Coll., the Civil Code. The Customer is aware of its
legal obligations in relation to handling of the Information.

The Information or any part thereof may not be provided or in any way made available to third
parties without the prior written consent of GPE. At the same time, the Information may not be
used by the Customer for purposes other than those for which it is intended. To avoid any doubts,
without the prior written express consent of GPE, the Information or any part thereof may neither
be provided or in any way made available to companies providing payment processing services on
the Internet.

Within the extent permitted by applicable laws, GPE reserves all rights to this document and
Information contained therein. Any reproduction, use, exposure, or other publication, or
dissemination of the Information or a part thereof by methods known and as yet undiscovered
without the prior written consent of the GPE is strictly prohibited. GPE is not in any way responsible
for any errors or omissions in the Information. GPE reserves the right to amend or cancel any
Information even without stating a reason.
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2.Introduction

The present documents are intended for merchants using Oxid platform for installation of GP
webpay payment gateway module.

3. Installation

The content of the archive needs to be copied to the server into source/modules directory using
any FTP client and the (*.key) merchant private key (generated in GP webpay portal in Key
administration section) and the GPE (*.pem) public key from Downloads (in Czech “Ke stazeni”)
section on GP webpay portal from GP webpay portal must be entered in
source/modules/gpwebpay/cert/ directory.

Upon clicking on Extensions — Modules in Oxid e-shop, GP webpay will appear in the list of
installed modules:

OoxXID EShC]D Home Shop's start page Logout

ACTIVE MNAME
Master Settings “ GP webpay

Shop Settings

Extensions
Themes

Modules

Administer Products

Administer Users

Administer Orders N ) —_—
Installed Shop Modules ~ Overview — Settings

Customer Info

e m o] ;‘.-';:r:a'-.-}w GP webpay

Activation is done on Overview tab using Activate button:
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Installed Shop Modules  Overview | Seftings

GP webpay

Activat

GP webpay online payments

Subsequently, it is necessary to configure the module using Settings — GP webpay config tab.
Installed Shop Modules  Owverview  Settings
» GP webpay config

Save

4.Configuration

GP webpay config menu contains the following boxes:

GPwebpay URL — for testing environment use https://test.3dsecure.gpwebpay.com/pgw/order.do,
for production environment use https://3dsecure.gpwebpay.com/pgw/order.do

Merchant number — an e-shop number stated in the e-mail regarding establishment of payment
gateway or provided on GP webpay portal

Public key filename — the name of the file with GPE (gpe.signing_test.pem for testing environment,
nebo gpe.signing_prod.pem for production environment) public key, the key must be saved in
source/modules/gpewebpay/cert/ directory

Private key filename — the name of the file with (*.key) private key, the key must be placed in
source/modules/gpewebpay/cert/ directory

Private key password — password for the (*.key) private key

Transfer type — determines whether the order is to be paid (Pay), or whether it is only authorized
and payment is to be effected later (Only authorize)

First order number (from) — the number from which orders are counted; it may not be altered
downwards as duplicate order numbers might occur.
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5. Testing operability
5.1 Testing e-shop payment

As soon as all boxes are configured correctly and saved using Save button, it is possible to test an
order in the e-shop where GP webpay option is displayed among payment methods.

Payment method

* GP webpay
(0.00 K&)

4 Previous step Continue to the next step»

OXID e-shop requires correctly configured settings of order pairing so that everything works
correctly. If redirection to the payment gateway results in error, we recommend the following
actions be taken.

Check whether the module is active in Shop Settings — Payment Methods — Main.

oXID EShDD Home Shop's start page Logout

Master Settings

Shop Settings
Payment Methods
Discounts
Shipping Methods
Shipping Cost Rules

Coupon Series

Gift Wrapping

Extensions

v
Administer Products
GP webpay

Check the destination country in the assigned countries in Shop Settings — Payment Methods.
Select GP webpay on the page and check the selected countries in the Country tab using the
Assign Countries button.
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oXID EShC]D Home Shop's start page Logout

Master Settings

“e e v

Shop Settings
Payment Methods
Discounts
Shipping Methods
Shipping Cost Rules
Coupon Series

Gift Wrapping
Main Country Rl
Extensions

Administer Products Assign Countries

Check the pairing of payments for delivery in Shop Settings — Shipping Methods — Payment —
Assign Payment Methods.

oxXiD EShC]D Home Shop's start page Logout

NAME

“ Standard

Shop Settings Beispiel Setl: UPS 48 Std.

Master Settings

Bzispiel Satl: LIPS 24 Std. Exprass
Payment Methods

Discounts

Shipping Methods
Shipping Cost Rules
Coupon Series

Gift Wrapping

Main Users R

Payment

Extensions

Administer Products Assign Payment Methods

Check accepted currencies in Master Settings — Core Settings. The currency list is placed in the
Settings — Other settings tab in Add or remove currencies box.

Global Payments Europe, s.r.0., V OlSinach 80/626, 100 00 Praha 10 - Stradnice, Czech Republic 8/10



Oxid - Installing and configuring GP webpay

oxXID EShOD Home Shop's start page Logout

Main Settings System License Perform SEQ RDFa
Master Settings

» Global

Core Settings
Countries
Distributors

Brands/Manufacturers

» Pictures

Languages ¢+ Shop frontend
» Private Sales
Shop Settings v Invitations

) + Downloadable prod
Extensions i .
» Administration

» Other settings

Administer Products

» Bank account info
Administer Users » Account settings

5.2 List of possible error scenarios

Upon being redirected to the payment gateway, the following error values may be displayed in the
case of incorrect configuration of the module:

PRCODE=3, SRCODE=7 — unsupported currency, it is necessary to check the currency used for
the given product and possibly change it or ask the bank to allow a new currency at the payment
gateway

PRCODE=11, SRCODE=0 — merchant not found, an erroneously entered merchant number, or the
trading site is not active in GPE systems

PRCODE=14, SRCODE=0 — duplicate order number

PRCODE=31, SRCODE=0 — an erroneously configured private key in e-shop or an erroneous key
on GPE server (it is necessary to enter the same key in GPE server and also in the e-shop)

When testing the payment gateway in the testing environment, it is possible to use only a testing
card; if a real production card is used, the following errors would be displayed:
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Does your card permit online payment?

Your card number:

The payment was not confirmed using 3D Secure or was
rejected by the issuing bank. Please check, that your card has
online payments activated and there is a sufficient balance in
your account. Re-enter the card or use a different one.

Card valid till: 01 u ! 19 n

Verification code:

E-mail for confirmation:

Dioes your card permit online payment?

Your card number:

This type of card is not supported

Card valid till: o7 u ! 19 n

Verification code:

E-mail for confirmation:

In the case of incorrect configuration of the public key, e-shop may erroneously evaluate order
status. If the e-shop evaluates a successful payment as unsuccessful, check the used public key. It
is always necessary to use the appropriate key for the given environment (gpe.signing_test.pem
key for testing environment, gpe.signing_prod.pem key for production environment).
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