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A New Era of Security Is Here
An Introduction to PSD2 and SCA
In January 2018, the European Payment Services Directive (PSD2) went into
effect and, with it, introduced new laws aimed at reducing online fraud and
protecting consumer rights. As part of PSD2, Strong Customer Authentication
(SCA) for in-store and online transactions has been introduced. PSD2 mandates
that all electronic payments, whether face-to-face or remote, must be completed
using SCA.

If merchants are not SCA compliant, then card issuers may be obliged to decline
certain ecommerce transactions. In turn, many businesses could see a spike in
card declines if they don’t put the right measures in place now.
To take you through the changes step by step we’ve created this guide which
answers key questions around PSD2 and SCA.

SCA is a set of regulations that will change how consumers confirm their
identity when making purchases. The purpose of SCA is to ensure that only the
legitimate cardholder can make payments. The approach to achieving this follows
two principals:
1. Collect good quality information to establish that the cardholder is the
person making the payment.
2. Use Strong Authentication (e.g. 2 factor authentication) where necessary,
to verify the cardholder with at least two discrete elements of the three
categories below before a transaction can be approved:
Knowledge - something only they know
(i.e. a passphrase or PIN number)
Possession - something only they have
(i.e. a device or a card)
Inherence - something only they are
(i.e. biometric fingerprint or retinal scan)
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When Is the Deadline for
Supporting SCA?
All merchants, acquirers, gateways and issuing banks or payment
service providers must be ready to support SCA by 14 March
2022 for all UK-issued cards. This deadline was 31 December
2020 for all EU-issued cards.
SCA will be required for all UK and European transactions, except
for those that fit specific exemption criteria that will be considered
out of scope.
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How Does 3D Secure Support SCA?
3D Secure is the ecommerce authentication
protocol by the Card Schemes, such as Mastercard
and Visa. The technology, aptly named 3D Secure
v.1, supports SCA under PSD2. The latest version,
3D Secure v.2.2, was developed to advance the
functionality of 3D Secure 1 to better meet the
requirements of the modern remote payments
environment. It introduces new authentication
methods, such as biometrics, that better protect
today’s consumers. It also provides the possibility
of a fully frictionless payment flow by using a
more comprehensive data set to authenticate the
customer without the need for their intervention.
Giving issuers good quality information will help
them better assess transactions and improve
authorisation rates. Therefore, it’s critical that all
information is correct, including billing and delivery
addresses, postal codes, browser IP addresses,
etc, which is best accomplished using 3DS
v.2 and facilitating the challenge for two-factor
authentication when requested.

3D Secure for Online Transactions
PSD2 regulation requires that payments made via
a website will require SCA using 3DSecure. This
allows the cardholder to authenticate themselves
as the genuine holder of the card. Under PSD2,
card issuers are obliged to challenge and potentially
decline transactions that don’t comply. To help
mitigate this, 3DS v.2 allows you to pass much
more data to the card issuer, giving them greater
confidence in the authentication of their cardholder.

Expect an Increase in Declined
Online Transactions
As the regulatory deadline of complying with SCA
approaches, beginning in 2021, there will be an
increase in the number of declines for non-secure
online transactions by UK issuers.
A percentage of these transactions will be ‘soft
declined,’ incrementally increasing monthly until
March 2022. This means the cardholder will need to
confirm their identity using 3D Secure technology,
before the transaction can be completed. As part
of SCA regulations, this is designed to support and
encourage all online retailers to use 3D Secure as
soon as possible, or these transactions will be soft
declined.
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Global Payments 3DS v.2.2 Service
We can deliver a 3DS v.2.2 service that provides effortless authentication
for faster checkout, improved security and increased conversion. This
solution is available as part of our payment gateway offering or as a
standalone service that can be used with your own gateway provider. Our
hosted payment solution is the simplest way for you to provide a fully PCIDSS compliant, 3DS v.2-capable payment experience on your website.

Cards

Pay with another payment method

pay now

The latest version of 3DS, 3DS v.2.2 provides critical new functionality to
optimise SCA application, including:
Exemptions: v2.2 brings new indicators that allow merchants to
leverage SCA exemptions such as Transaction Risk Analysis (TRA).
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Complex payment use cases: New functionality has been added
to cater for complex use cases such as split shipments, delayed
shipments or travel bookings.

SCA Delegation: New indicators have also been added to support
SCA delegation.
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Card Number
5555 4444 3333 1111

Expiry

Your payment is complete!

10/20

Security Code

Decoupled Authentication: A new authentication flow has been
added to allow cardholder authentication to occur even if the
cardholder is offline at the time of payment.
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Cardholder Name
John Smith

Order number:
31627548
Amount:
£$500.00

You will shortly receive a
conÞrmation email with
details of your purchase.

return to store
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Face to Face
Transactions
Validating In-Store Transactions
In-store chip and PIN transactions already adhere
to SCA, but many contactless transactions do not.
Some contactless cards in face-to-face environments
are exempt from SCA if the payment meets certain
parameters including when the five transaction or
150EUR/130GBP threshold has been reached.
For any contactless transactions over these
thresholds, the customer will need to make a chip
and PIN transaction. Regulators acknowledge that in
some circumstances it might not be possible for all
terminals to support SCA or have PIN pads to enter
a PIN (i.e. certain parking meters or unattended
vending machines). Digital wallets like Apple Pay
and Samsung Pay are fully SCA compliant.
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Out-of-Scope Transactions
Most card-not-present (CNP) transactions will fall in scope for SCA, but
some won’t. These transactions are not subject to SCA regulations
and issuers shouldn’t block these transactions based on SCA criteria.
Recognising and flagging out of scope transactions is important because it
will minimise any friction experienced by customers.

Out-of-scope transactions include:
•
•
•

•

Anonymous Prepaid Cards
Mail Order and Telephone Order (MOTO) Transactions
Stored Credential Transactions (i.e. Credential on File Transactions). More
information on Stored Credential Transactions and details of their technical
requirements can be found here. And any technical requirements can
be found in our PSD2 and Strong Customer Authentication Technical
Implementation Guide.
International transactions, meaning payments where the card issuer is
based outside the European Economic Area (EEA). It may not be possible
for UK-based customers to apply SCA to transactions when the card issuer
isn’t located in the EEA, but you should still attempt SCA for all transactions.

These transactions may be out of scope for SCA, but they must be
flagged correctly.
If the card issuer doesn’t know that a transaction is out-of-scope, they
may request SCA. If the cardholder isn’t able to provide the necessary
authentication, the transaction will be declined, making it critical that all
transactions are flagged correctly.

07

Exemptions
There are two potential ways an SCA exemption
may be applied to a transaction.
1. Issuer Exemption
Based on the good quality information a
merchant supplies and, for example, it’s a
low-value transaction, an issuer may apply an
exemption and allow the transaction to flow
through without a challenge.
2. Acquirer Exemption
Based on a request by a merchant, an acquirer
may request an exemption to bypass SCA:
•

•

•

If the issuer accepts the request for the
acquirer exemption, there will be no
challenge to the cardholder.
If the exemption is flagged in the 3DS
authentication message flow, there will be
an SCA challenge.
If the exemption is flagged in the
authorisation message only, then the
transaction will be soft-declined and will
have to be processed again using 3DS v2.

Examples of potential exemptions include:
•

Low-Value Transactions of under 30GBP/EUR
Applying the low-value exemption is not recommended as the acquirer doesn’t know the numbers
of total consecutive transactions and values. This means the transaction will need to be processed
again using 3DS v.2 if the limit is breached.

•

Transaction Risk Analysis (TRA)
This exemption is allowed under certain fraud levels and transaction amounts. It’s based on the
concept of Risk Based Authentication (RBA). It’s a process where the acquirer (or the issuer)
evaluates the fraud risk of a transaction and SCA is not applied if the risk is low.
The Acquirer TRA exemption should be the first choice for qualifying standard transactions
and will provide merchants with the best access to a frictionless authentication experience.
Global Payments will be delivering a best-in-class TRA and Exemption Optimisation solution that
can be leveraged by all of our merchant’s regardless of the payment gateway they may use. Please
get in touch to learn more.

•

Allow list and trusted beneficiaries
This exemption allows a cardholder to flag a merchant as trusted to their issuer meaning that SCA
can be avoided for future transactions with that merchant. Each card scheme has slight differences
in their approach to this exemption and some, like Visa’s Trusted Listing, may need additional
merchant requirements to be met.

•

Secure Corporate Payments
If you process transactions from secure corporate purchasing systems or travel management
systems, you’ll need to check with your acquirer whether these transactions should be flagged
with the secure corporate exemption flag.

•

Delegated Authentication
Issuers can delegate authority for authentication to a third-party.
National Competent Authorities must be satisfied that the processes or protocols comprising a
secure corporate environment guarantee at least equivalent levels of security to PSD2 and may
have their own procedures or processes for authorising use of this exemption.
Apart from the low-value exemption, all exemptions can be applied through either the
authentication or authorisation with the correct message flag.
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How Exemptions Work
Standard Transactions - Merchants

1Standard Transactions - Merchants
1 YES
NO
Is a trusted allowed listing being used
(VISA/Mastercard)?

Is a trusted allowed listing being used
(VISA/Mastercard)?

The transaction is flagged as a
trusted beneficiaries exemption

YES

2

Does the transaction qualify for a TRA exemption?

YES

NO

Apply TRA exemption

YES

3

3

1
1

NO

Apply
TRA
exemption
Does
the
transaction qualify as a low

value transaction?

Standard
Transactions
- Issuers
Does
the transaction
qualify for a TRA
exemption?
Does the transaction qualify for a TRA exemption?

YES

NO

Allow or apply the
TRA exemption

NO

The transaction is flagged as a
the transaction
trusted Does
beneficiaries
exemption qualify for a TRA exemption?

2

Standard Transactions - Issuers

YES

2

NO

Allowthe
or apply
the
Does
transaction
qualify as a low
TRA exemption
value transaction?

22

Does the transaction qualify as a low
value transaction?

YES

Allow or apply the
low-value exemption

2

YES

Allow or apply the
low-value exemption

NO

SCA challenge

NO
SCA challenge

Does the transaction qualify as a low
value transaction?

YES

NO

Consider the low value
exemption flag

Process the transaction via 3DS
with no exemption flag

Consider the low value
exemption flag

Process the transaction via 3DS
with no exemption flag

YES

NO
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Next Steps
These new regulatory changes are being made
to increase consumer protection, improve
payment security and prevent fraud. Use our SCA
readiness checklist to help you meet the
fast-approaching deadline.
You will also find more information, including
FAQs, on our website.

Your SCA Readiness Checklist
Check your website and review current payment
methods
Update payment methods so that they either handle
3DS1 at a minimum, or upgrade to 3DS v.2
Work with your payment gateway to help implement
3DS v.1 or 3DS v.2
Inform customers of the changes and highlight the
benefits that 3DS v.1 and 3DS v.2 provides to the
online shopping experience
If you own or rent your terminal from another source or
use a third party provider for your ecommerce service,
contact them immediately to ensure your transactions
are flagged correctly.
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Any Questions?
If you have any other questions, or you would like to talk to someone about how SCA affects your business, please call your Relationship
Manager, or our help desk on 0345 702 3344*, selecting the option for ‘all other enquiries.’
At Global Payments, we’re committed to providing you with the latest information on regulatory changes, products, services and updates in
technology as we innovate. As part of this, from time to time, we would like to send you important information about our new products, offers
and information about enhancements to our services.
To sign up, visit https://go.globalpaymentsinc.com/opt-in.
If you have a speech or hearing impairment, you can call us using the Relay Service by dialling 18001, followed by 0345 702 3344*.

*Lines are open from 9am to 6pm, Monday to Friday, except public holidays. To help us continually improve on our service and in the interests of security, we may monitor and/or record your telephone calls with us. Any recordings remain
our sole property.
Global Payments is HSBC’s preferred supplier for card processing in the UK.
Global Payments is a trading name of GPUK LLP. GPUK LLP is authorised by the Financial Conduct Authority under the Payment Services Regulations 2017 (504290) for the provision of payment services and under the Consumer Credit Act
(714439) for the undertaking of terminal rental agreements.
GPUK LLP is a limited liability partnership registered in England number OC337146. Registered Office: Granite House, Granite Way, Syston, Leicester, LE7 1PL. The members are Global Payments U.K. Limited and Global Payments U.K. 2 Limited.
Service of any documents relating to the business will be effective if served at the Registered Office.
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